INTERNET EXPLORER SECURITY SETTINGS '

FIRST: Change Compatibility view Add colchestervt.us

Then make the following changes in the Internet Options/Security Tab

Security | Privacy | Content | Connections |- Programs. | Advanced

o

Localintranet Trustedsites  Restricted
sites

Select a zone ko view or change security settings.

Internet

This zone is for Internet websites,
except those listed in trusted and
restricted zones.

Custom
Custom settings.
- To change the settings, click Custom level.
- Te use the recommended settings, click Default level,

Enable Protected Mode {requires restarting Internet Explorer)




~Settings

Loose XAML
Disable
Enable
& Prompt

E’Fg XAML browser applications
) Disable
@ Enable
Prompt

{8€ xps documents
) Disable
Enable
& Prompt

&n .NET Framework-reliant components

#_Nieshla

& Permissions for components with manifests

SR

*Takes effect after you restart your computer

Reset custom settings

~Reset custom settings

. Reset to:

& Permissions for components with manifests

& Disable
High Safety
% Run components not signed with Authenticode
@) Disable
@ Enable
Prompt
% Rur components signed with Authenticode
Disable
@ Enable
Prompt
ActiveX contrals and plug-ins
@ allow ActiveX Filtering
@ Disable
Enable

fdt Al orevierchs unucad debivel cantenle ko v mithar W e

*Takes effect after you restart your computer :




Settings -

f_y_j Allow previously unused ActiveX controls to run without prom. »
@) Disable
Enable

i#] Allow Scriptiets i
@ Disable
& Enable
@ Prompt

@ Disable
Enable
@ Binary and script behaviors

Administrator approved

Disable

Enable
Eg; Display video and animation on a webpage that does not use -
% Nieshle

*Takes effect after you restart your computer

- Reset custom settings

Reset to:

- 3 Disable
® Enable
;@ Download signed ActiveX controls
5 Disable
% Enable (not secure)
@ Prompt {recommended)
: Download unsigned ActiveX controls
@ Disable (recommended)
) Enable (not secure)
@5 Prompt

i Display video and animation on a webpage that does not use a.

i@ Initialize and script ActiveX controls not marked as safe for st
5 Disable (recommended)
¢ Enable (not secure)

@ Prompt

ine ko tica Ackuay withak oramnt

3

*Takes effect after you restart your computer

-~Reset custom settings

 Resetto:  [medium-high (default)




;~ Settings

{i} Only allow approved domains to use ActiveX without prompt - &
Disable -~ 5ettings
@ Enal?le . ﬁ allow webpages to use restricted protocols for active conten: a.
@ Run ActiveX controls and plug-ins Disable H
Administrator approved : Enable :
Disable : @ Prompt
Enable Allow websites to open windows without address or status b.:
B Prompt : @ Disable :
{i_?‘j Run antimalware software on ActiveX contrals | Enable
Disable . S Display mixed content
e
~ @ Enable . Disable
{ﬁ} Script ActiveX controls marked safe for scripting™® ; @ Enable
Disable Prompt
@ Enable i} Don't prompt for client certificate selection when enly one ce:
) & Prompt @ Disable 3
8 nownlnads A ) Enable :
<L e r {_; Drag and drop or copy and paste files .
*Takes effect after you restart your computer Dicahle

;- Reset custom settings
. Reset to:

*Takes effect after you restart your computer

~Reset custom settings




¢ Settings R S R

a Allow dragging of content between domains into separate wi:
@ Disable

€Y Enable ;

m Allow dragging of content between domains into the same wi
@ Disable

) Enable

[} Allow META REFRESH
) Disable
@) Enable

m Allow scripting of Microsoft web browser control
@ Disable
) Enable

m Allow script-initiated windows without size or position constre
@ Disable

. &) Enable

o, ) .
bt Bllovar meshn anes ko 1ice rackrictad nrakacale Fav activa ranton

i Al

’ *Takes effect after you restart your computer

“Reset custom settings -
Raset to:

~Settings

o8

@

&£ Downloads

File download
& Disable
@ Enable
Font download
&) Disable
@ Enable
&3 Prompt

{@& Enable .NET Framework setup

Disable
Enable

E } Miscellaneous
T .

i Access data sources across domains

@ Disable

3 Enable

- Reset custom settings -

Reset to:

edium-high (default)




~Settings

D Drag and drop or copy and paste files
@) Disable
@ Enable
Prompt
[} Enable MIME Sniffing
&3 Disable
® Enable

@ Disable
Enable
fj Launching applications and unsafe files
& Disable
# Enable (not secure)
@ Prompt {recommended)

4 _Dicshla

-~ Settings

L} Include local directory path when uploading files to a server |

%:} Launching programs and files in an IFRAME

g St

*Takes effect after you restart your computer.

- Reset custom settings

Reset'to:

Disable
& Enable {not secure)
@ Prompt (recommended)

@ Disable
Enable
& Prompt
[} Render legacy filters
@ Disable
&) Enable
{j Submit non-encrypted form data
&) Disable
@ Enable
& Prompt

I1lca Dan-un Rlineckar

L_‘] Launching programs and files in an IFRAME

1} Navigate windows and frames across different domains

*Takes effect after you restart your computer

Reset custom settings

Reset to:




CAnemeTwpLons

-Settings

@ Disable
&3 Enable

&) Enable XS5 filter
Disable
@ Enable

f@:": Secripting of Java applets
Disable
Enable
Prompt

#2, User Authentication

#2, Logon
Anonymous logon
Automatic logon only in Intranet zone
Automatic logon with current user name and password
@ Prompt for user name and password

: 2

*Takes effect after you restart your computer

~Reset custom settings

Reset to:




- Settings .

Use Pop-up Blacker - Settings
&) Disable @ Scripting -
@ Enable g} Active scripting
3 Use SmartScreen Filter @) Disable
Disable @ Enable
@ Enable &) Prompt
_} Userdata persistence @ Allow Programmatic clipboard access
Disable 3 Disable
@ Enable @ Enable
Websites in less privileged web content zone can navigate in: &) Prompt
Disable : @ﬁ“ aflow status bar updates via script
@ Enable @ Disable
& Prompt ) Enable
@ Seripting ﬁ Allow websites to prompt for information using scripted windt,
& Active scripting . @ Disable
- A _nicabla ) &) Enable
b 4 £ Fnahle YOS filkay ~
*Takes effect after you restart your computer

*Takes effect after you restart your computer

~Reset custom settings

Reset to:  [edum

~Reset custom settings

high (default




